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ABSTRACT   
Cryptography protects the data stored in the hardware from unauthorized access. At present many authentication schemes 
have been developed. One of those schemes is authentication based on elliptic curves with the advantage of high security, 
small key size, and small bandwidth. Elliptic curve cryptography has evolved vast field for public key cryptography 
systems. In public key cryptography system, we use separate keys to encrypt and decrypt the data. In this project, a 
secured public key cryptography system has been designed and implemented. The encrypted data is transferred between 
two systems through Ethernet cable. In this technique, a public key is generated with the help of ring oscillator PUF which 
oscillates with unique frequency and produces random outputs. This resulted in speed, high throughput, area efficiency 
and lesser hardware requirements on FPGA. In the generalized ECC, cryptographic operations are performed over the 
points in Elliptic curve finite field and the data is mapped to those points. In this proposed method, the data varies each 
and every time. Hence arbitrary mapping (direct mapping) is used to easily map the data for elliptic curve points. Elliptic 
curve cryptography operations are programmed and synthesized in Xilinx ISE 14.6. Simulations have been done by 
“ModelSim Altera6.4a (Quartus-II 9.0) starter Edition”. The public key cryptography system have been implemented in 
two Virtex-5 FPGA board, where the plain text is taken as input in one device and cipher text is obtained at the output of 
the device. The encrypted cipher text is transferred through LAN (Ethernet cable) and received by another device. this 
device decrypts the plain text. It provide confidentiality, authentication and message integrity in a LAN by including 
various attacks like brute-force attack, chosen-cipher text attack, chosen-plaintext attack. 
Keywords: Elliptic curves, Public key Cryptography system, Montgomery Point multiplication. 
1. Introduction 

Elliptic curve cryptography schemes are public key based mechanisms that provide encryption, digital signatures and key 
exchange algorithms [1]. To achieve the primary goal of increasing the Hardware Speed, a new ECC processor is 
proposed. This processor supports all five NIST-recommended primes of sizes 192, 224, 256, 384, and 521 bits [2].The 
mapping of message to the points on Elliptic curves is a major part in ECC. It is very difficult to generate points and to 
map the message to it. A deterministic method for mapping data to points in elliptic curve binary field is proposed in 
[13].The Secured data transmission through Ad-hoc on demand distance vector algorithm using elliptic curve 
cryptography has low Efficiency and reliability as presented in [15]. In general, Security is critical for a variety of sensor 
network applications. There exist a large number of security vulnerabilities in (Wireless Sensor Networks) WSN, which 
cause many kinds of attacks. Elliptic curve cryptography offers practical implementation possibilities in resource 
constrained devices [3]. Wireless devices are rapidly becoming more dependent on security features such as the ability to 
do secure email, secure Web browsing and virtual private networking to corporate networks. ECC allows more efficient 
implementation of all of these features. The PUF based ring oscillator circuit is designed for encryption of RFID system, 
to generate a permanent secret key storage in FPGA. It is low hardware cost and used to protect the third-party attack as 
proposed in [4], [5]. The ring oscillator circuit [14] is used to compare all the possible inputs and select the random value 
which is a key for elliptic curve cryptography. Various attacks are performed in public key cryptosystem. It is used to 
check the security level of elliptic curve cryptography. To provide a detailed examination of the leading attacks against 
the ECDLP, and to use the knowledge of these attacks in an attempt to generate cryptographically strong elliptic curves. 
[7], [8], [11]. 
 
2. Elliptic Curve over Binary Field F (2 m) 
The equation of elliptic curve over binary field F m 2   is given by: 

Y2 +xy = x3 +ax+b …………………..1 
Where b ≠ 0. 
The elements of finite field are integers of length at most m bits. These numbers can be considered as the binary 
polynomial of degree (m-1). In binary polynomial the coefficients can only be 0 or 1 otherwise reduced to 0 or 1 by 
modulo 2 operations. All the operations such as addition, subtraction, multiplication and division involve polynomial of 
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degree (m-1) or lesser. If in any operation the degree of polynomial greater than or equal to m, degree of the result will be 
reduced to less than m using irreducible polynomial also called reduction polynomial. The value of m is chosen such that 
there is finitely large number of points on elliptic curve to make the cryptosystem more secure. 
Domain parameters of F (2m) 
The domain parameters for Elliptic curve over binary field F m 2 are m, f(x), a, b, G and n.  
Where: 
• m is an integer defined for finite field F (2m) 
• f(x) is the irreducible polynomial of degree m. 
• a and b are the parameters defining the curve 
Y2 + xy = x3 + ax + b. 
• G is the generator point (xG ,yG ), a point on the elliptic curve. 
• n is order of the finite field that is number of points in elliptic curve field. 
 
3. Proposed System Model 
At the sender side of public key cryptography system the input data captured from the local area network using wire shark software. 
The plaintext is directly mapped to the elliptic curve points using Deterministic Mapping algorithm. Key is generated with the help of 
PUF based ring oscillator and encryption is performed which results in two ciphers (C1, C2). The same process repeats at the receiver 
side but with inverse mapping resulting in the original plain text as shown in fig 1. 

 
Figure1: Proposed Public Key Cryptosystem 

A .Arbitrary Mapping 
To encrypt the message it has to be mapped to some point in the elliptic curve finite field. Arbitrary mapping which 
allows to map any non-trivial (nonzero) message M (interpreted as a member of the field GF (2n)) to a valid EC point. 
Message M to the x or y coordinate of an elliptic curve point. Two types of mapping are Probabilistic mapping and 
Deterministic mapping. The only existing map of plaintext messages to an EC point is a probabilistic algorithm. This 
method is described as a mapping of a plaintext message to an EC point where the elliptic curve is defined over a prime 
field Zp. 
1. Deterministic Mapping of M to an EC Point 
There is natural mapping between elements of GF (2n) and non negative integers <2n.an-1xn-1+an-2 xn2+…….+a1x+a0 

∈GF(2n) is associate with the integer. Therefore message (plaintext) can be interpreted as an element of GF (2n) and it can 
be mapped as follows: 
• Select x1 ∈R GF(2n) such that x1 is an x-coordinate of an EC point. 
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• Let PM = (x1 , M) 
 

• belongs to Ea+γ,b.  
 

B. Key generation and Exchange 
1. Ring Oscillator PUF 
Ring oscillator PUF is used to generate the key, which oscillates with unique frequency and produces random outputs. 
This is given to the input of multiplexer where one pair of ring oscillator is selected. The counter counts the number of 
oscillations for a fixed time interval, after comparison the counter generates the response. The output of the comparator is 
set 0 or 1 based on selection of the ring oscillator in accordance to its response time. The block diagram of ring oscillator 
PUF is shown in fig 2. 

 
Figure 2: Proposed Ring Oscillators PUF 

A public key is a point on the curve and the private key is a random number. Public key can be obtained by multiplying 
the private key with the generator point “G”. Steps in key generation are,  
• Initially the curve C is selected (i.e. the selection of a, b and p) by A and it is sent to B.  
• A and B generate points in elliptic curve finite field. 
 • A selects generator point G which presents in the generated elliptic curve finite field. A sends generator point G to 
receiver B.  
• Using generator point G and private keys (nA and nB), A and B generates their public keys separately.  
The public keys are exchanged between A and B as shown in Fig 3. 

 
Figure 3: Key generation and exchange 
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C. Encryption and Decryption 
To encrypt the message point PM, A selects a random integer k and computes the cipher text as a pair of points PC using 
public key of B. 

…..2 
Where PB is public key of B. 
After receiving the cipher text pair of point’s 𝑃𝐶 , B multiplies the first point, (kG) with its private key, nB and then 
subtracts the result from the second point in the cipher text pair of points as given by: 

….3 
P is the plaintext point, corresponding to the plaintext message M. The encryption operation which generates a pair of points {C1, 
C2}. 
D. cryptographic attacks 
A cryptographic attack is a method for circumventing the security of a cryptographic system by finding a weakness in a 
code, cipher, cryptographic protocol or key management scheme. This process is also called "cryptanalysis". Various 
attacks are performed in public key cryptosystem. It is used to check the security level of elliptic curve cryptography. To 
provide a detailed examination of the leading attacks against the ECDLP, and to use the knowledge of these attacks in an 
attempt to generate cryptographically strong elliptic curves. Some of attacks are performed in proposed elliptic curve 
cryptosystem are listed below. 
1. Brute Force Attack 
Brute force attack or exhaustive key search is a type of strategy which can be applied to any type of encrypted data. In this 
type of attack all possible keys are tried systematically until the correct key is found. This method is used when any other 
weakness is not useful. The key length used in the encryption process specifies the practical feasibility of brute force 
attack, with longer keys exponential more difficult to crack as compared to smaller keys one of the measured strength of 
the encryption system depends on theoretically how much time is taken to mount a successful brute force attack. The 
resources required for brute force attack grow exponentially with increase in key size, not linearly. The Flow diagram of 
brute force attack is shown in fig4. 

 
Figure 4: brute force attack 

2. Chosen Plaintext attack 
The attackers obtain the various cipher text corresponding to an arbitrary set of plain text. The architecture of Chosen 
Plaintext attack is shown in fig 5. 

 
Figure 5: Architecture of Chosen Plaintext attack 
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3. Chosen Cipher text attack 
The attackers obtain the various plaintexts corresponding to an arbitrary set of cipher text. The architecture of Chosen 
cipher attack is shown in fig 6. 

 
Figure 6: Architecture of Chosen cipher text attack 

4. Results and Discussions 
The Elliptic curve cryptographic operations have been programmed and synthesized in Xilinx ISE 14.6. Simulations have 
been done by“ModelSim-Altera6.4a (Quartus-II 9.0) starter Edition”. The public key cryptography system has been 
implemented by using two Vertex-5 FPGA boards. The plaintext (message) is taken as input from the local area network 
by using Ethernet cable and Wire shark software. By elliptic curve encryption process, cipher text is taken as output. 
A. Tri-mode Ethernet MAC 
The real-time the elliptic curve encryption of plain text taken as local area network using vertex -5 boards. The pockets 
are captured with the help of Wire shark software.fig.7shows the Ethernet connection between board and Local Area 
Network. 

 
Figure 7: Ethernet connections between board and network. 

 
The implementation of project utilization is 173%, number LUT usage is 71%and the number Flip flop usage is 35%. 
The captured real time data packets along with their overhead information can be seen with the help of wire shark software. Such 
window is shown in fig 8. 
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Figure 8: Wire Shark window 

B. Arbitrary data mapping 
Arbitrary message mapping is to map message(m) to a point (Pmx, Pmy) on elliptic curve Ea+γ,b. Simulation of 
Message mapping is shown in Fig 9. The arbitrary data mapping resource utilization is 88%. 
 

 
Figure 9: Simulation result of arbitrary mapping 
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C. Ring Oscillator PUF 
Ring oscillator PUF is used to generate the key, which oscillates with unique frequency and produces random outputs. 
This is given to the input of multiplexer where one pair of ring oscillator is selected. The counter counts the number of 
oscillations for a fixed time interval, after comparison the counter generates the response. The output of the comparator is 
set 0 or 1 based on selection of the ring oscillator in accordance to its response time. This is needed to prevent our chip 
from overheating.PUF circuit is used to generate volatile secret keys and this is taken for encryption and decryption. 
Simulation of ring oscillator PUF is shown in fig10. 

 
Figure10: Simulation of Ring Oscillator PUF 

The implementation of Ring Oscillator PUF resource utilization is 94%.The RTL schematic of ring oscillator PUF is shown in fig11. 

 
Figure 11: RTL schematic of Ring oscillator 

D. Encryption and Decryption 
The real time input data or message is captured by using wire shark software. Encryption combines direct mapping of real time data 
and secret key generation using ring oscillator PUF logically in a single step. The key is shared between sender and receiver and 
decryption is performed. Figure12. Shows the simulation result of encryption and decryption of real time data. 
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Figure 12: Simulation Result of Encryption and Decryption 

The implementation of real time data encryption and decryption process utilizes the recourses of about 189%. The RTL 
schematic of Real time data encryption and decryption is shown in figure13. 

 
 

Figure13: RTL schematic of Encryption and decryption 
E. Comparison of various attacks 
The Comparison of Chosen Cipher Text, Brute Force Attack and Chosen Plaintext Attack detection and recovery time by 
using Elliptic curve cryptographic approach using PUF based key generation is given in Table 1. 

Table 1.comparision of various attacks. 
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5. Conclusion 
The feature of Elliptic curve cryptography is smaller key size algorithm which provides fast computations as well as less 
memory, high speed, efficient bandwidth. It provides higher level of security with lesser key size compared to other 
Cryptographic techniques. A deterministic method has been employed for arbitrary mapping of data to the elliptic curve 
points. It reduces the complexity involved in elliptic curve point generation and mapping of data to it. Proposed design 
includes implementation of elliptic curve key generation using Ring oscillator PUF which oscillates with unique 
frequency and produces random outputs. This is given to the input of multiplexer where one pair of ring oscillator is 
selected. The counter counts the number of oscillations for a fixed time interval, after comparison the counter generates 
the response. The output of the comparator is set 0 or 1 based on selection of the ring oscillator in accordance to its 
response time. This result in speed, high throughput and area efficiency and lesser hardware requirements on an FPGA. 
Inverse mapping of data points is used to retrieve the original input data. It provides the three major security aspects - 
confidentiality, integrity and authenticity. Elliptic curve cryptographic operations have been programmed and synthesized 
in Xilinx ISE 14.6. Simulations have been done by “ModelSim- Altera6.4a (Quartus-II 9.0) starter Edition”. The public 
key cryptography system have been implemented by using two Vertex-5 FPGA board, where the plaintext (message) is 
taken as input in one device from a LAN Ethernet cable by using wire shark software and cipher text is obtained at the 
output of the device. The encrypted cipher text is transferred through LAN (Ethernet) and received by another device. 
This device decrypts the plaintext and three types of attacks are considered for simulation. They are brute force attack, 
chosen plaintext attack and chosen cipher text attack. 
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